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Overview of Zoom Air Wireless 

Networking 

ZoomAir wireless products allow you to build a wireless 
network in your home or small office. This manual covers the 
ZoomAir USB Client Model 4115. You can use the USB Client 
alone as the locus of a small wireless network, or you can use 
it with either an Internet Gateway such as the ZoomAir IG- 
4150 or an Access Point such as the ZoomAir API 7. 

With the ZoomAir USB Client, you can connect your computer to 
the following types of setups: 

• Small Office/Home Office (SOHO) networks that include 
an Internet Gateway. 

• Local Area Network (LAN) infrastructures that include 
Access Points or other IEEE-802.11b compliant wireless 
LAN systems. 

• Peer-to-Peer, or AdHoc, workgroups of wireless 
computing devices. 

Your USB Client works with all ZoomAir PC Cards and PCI 
Adapters. 

Package Contents 

Your USB Client package contains the following components: 

• ZoomAir USB Client unit 

• Documentation (including this manual) 



• CD containing drivers, software, and electronic 
documentation 

• USB cable 

If any of these items is missing or appears to be damaged, please 
contact your supplier. 

CD-ROM Contents 

Your USB Client CD includes the following: 

• ZoomAir USB Client installation software 

• Documentation (in .pdf format) 

• Internet security software 

— ZoneAlarm Firewall software (free version) 
— ZoneAlarm-Pro (30-day trial) Firewall software 
— AdSubtract ad-blocking software 

• Customer support information 

— Frequently asked questions (FAQs) 

— Electronic warranty registration 

— Technical support and warranty information 

USB Client Features 

The ZoomAir USB Client is compatible with any wireless LAN 
system that complies with the IEEE 802.1 lb wireless LAN 
standard. 

It includes the following wireless LAN features: 

• Automatic Transmit Rate Select mechanism: 11, 5.5, 2, and 
1 Mbit/s rates increase range 

• Frequency Channel Selection on Peer-to-Peer networks: 
Variable number of channels within the 2.4 GH2 band, 
depending on the country, reduces the likelihood of 
interference from other devices in the vicinity 
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• Roaming over multiple channels for wireless networks 
located in large buildings 

• Power management to increase laptop battery life 

• 64-bit RC4 Wired Equivalent Privacy (WEP) data 
encryption for security. 

Zoom Air Network Topologies 

You can use your USB Client in three types of ZoomAir network 
topologies and thus create a network that is partially or fully 
wireless. 

The ZoomAir USB Client Model 4115 functions like any standard 
wired Ethernet card, but ZoomAir does not need any wires. An 
Ethernet card requires a cable connection to a hub or patch 
panel — the cable physically ties you down to the location of the 
wired connection. ZoomAir allows you to connect your computer 
to a LAN from anywhere within the wireless coverage area. 

Expanding or redesigning your network is easy: Just add or relocate 
Access Points or Internet Gateways, turn on your ZoomAir clients, 
and you are done. Unlike a wired network, ZoomAir USB Clients 
and Access Points enable you to roam throughout the network 
while remaining connected to the LAN. 

The three possible scenarios are described below. 

Internet Gateway Home Networking 

In this network scenario, you would use the USB Client 
communicating with an Internet Gateway such as the IG-4150. 
The IG-4150 functions as a gateway to the Internet via its dial-up 
modem or an external Ethernet-style cable or ADSL modem. 

Enterprise Networking 

In this network scenario, you would use the USB Client 
communicating with an Access Point or Internet Gateway 
connected to a wired LAN infrastructure. This gives the computer 
connected to the USB Client wireless access to all network 
facilities. 
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Peer-to-Peer Workgroup 

In this network scenario, each computer equipped with a wireless 
Client is part of a small wireless workgroup where participants can 
exchange files and printers as supported by Microsoft Networking. 

You can use this scenario to set up a temporary "Peer-to-Peer" 
network in environments where no access points are available (for 
example, in SOHO environments), as long as the stations are 
within range of one another. 
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2 

Installing Your 
ZoomAir USB Client 



This chapter explains how to install and configure your USB 
Client, which incudes the following steps: 

• Installing the USB Client drivers. 

• Connecting the USB Client to a computer. 

• Configuring the USB Client. 

• Installing the Client Manager software. 

• Setting the Windows Network Properties. Note: This step is 
required only if this is the first time you are installing a 
network adapter on your computer. 

Note: Your USB Client works with Windows 98, 2000, and Me. 
Windows 95 and Windows NT do not support USB 
devices. 



Installing the USB Client Drivers 



] Insert the ZoomAir CD in your computer's CD-ROM drive. 
The CD starts automatically and the Main Menu opens: 



ZoomAir Main Menu 



Install ZoomAir Software 




Click Install ZoomAir Software. 



Note: If the CD does not start automatically, from your 
desktop navigate to the CD-ROM drive and double-click the 
icon for the CD-ROM drive. 

2 When the following menu appears, click Install 4115 USB 
Client Driver Files. 



ZoomAir Software 




3 Follow the prompts. 

When the AdSubtract Setup screen appears, you have a 
choice of clicking Next to install this complementary ad- 
blocking program now or clicking Cancel to install it later. 



Modem drivers have been installed successfully. 

J^^J I + _ I Enjoy your new modem even more ! 
SUBT RACT'^ 



1-1 H 



Install AdSubtract in less than 30 seconds. 



AdSubtract SE lets you block Internet ads and cookies 

Slut the web faster 
Enhance your online privacy 

AdSubtract SE supports Windows 95. 98 and NT 4 Web browsers 
supported include: Internet Explorer. Netscape. AOL (Windows 95/98 
only) and other browsers. Note: AdSubtract requires a browser. 

To install AdSubtract now. please click Next. 



Note: AdSubtract does not support Windows 2000. 

Then click Finish. 

4 If you are prompted to restart your computer, do so now. 
Click Finish. 
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Connecting the USB Client to Your 
Computer 

After you restart your computer, plug one end of the supplied USB 
cable into a free USB port on your computer and plug the other 
end into the USB Client. 




CAUTION: Multiple USB-compatible devices can share 
one USB port through the use of a hub or splitter cables. 
Because the ZoomAir USB Client is a high-speed network 
device, we advise against sharing its USB port with a low- 
speed device such as a printer or joystick. You can share 
the Client's USB port with other high-speed devices such 
as external CD-ROM drives. 



After your Client is connected, the Electronic Registration dialog 
box appears on your computer screen. You have the choice of 
registering your USB Client now or later. We recommend that you 
do so now. That way, you will be sure to receive any updates or 
free upgrades. If you want to register later, from the main menu, 
click Support and then Electronic Registration. 
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Electronic Registration 



Please take a moment and register your Zoom product. 

a By registering you will ipeed up tree technical support Irorri our rriendlv experts. 

« You will automatically receive important inlomialion. juch aj (tie availability of new 
software updates for your product. 

■ We'll automatically enter you for a chance to win $5,000, $25,000, or even $50,000! 
For your convenience, you can register Electronically and Free of any charge. 



Register Later : Register Now 




Note to Windows 2000 Users: You may see a dialog box stating 
Digital Signature Not Found. You can safely click Yes and 
continue with the installation. 



Configuring the USB Client 

You can configure your USB Client in one of three ways, 
depending on your network environment. All choices are made 
from the Add/Edit Configuration Profile dialog box, which 
automatically displays when you connect the USB Client to a 
computer. 

| In the Add/Edit Configuration Profile dialog box, select 
the device with which you want your USB Client to 
communicate. Your options are Residential Gateway, 
Access Point (also known as Infrastructure), or Peer-to- 
Peer. 



Add/Edil Configuration Profile 



Select Profile 



fT | Default 

r I 

r I 



B 
□ 



~3 




J. 



Help 



You also have a choice of enabling data security on your 
network. Click the Edit Profile button to display the Edit 
Configuration dialog box. 
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Edit Configuiation [Default] 



Nelwork Name 
P" Enable Data Securil 
Encryption Key |S6fbG 




For Network Name enter the 6-characler ID printed 
on a label on the back of your Residential Gateway. 



The default Encryption Key equals the last 5 characters 
of the Network Name. 



For more on network security, refer to the accompanying 
WEP Booklet. 



Below we provide more detail on the three possible configuration 
profiles. 

Gateway Connection 

If you are using your USB Client with an Internet Gateway such as 
the ZoomAir IG-4150, Residential Gateway should be 
highlighted in Add/Edit Configuration Profile dialog box as 
shown below. Then click the Edit Profile button. 
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The Edit Configuration [Default] dialog box opens. 



v^ 1 Edit Configuration [Default] 



Basic 



Network Name |086fbEj 
rV Enable Data Security 



Encryption Key |S6fb6 



For Network Name enter the 6- character ID printed 
on a label on the back of your Residential Gateway. 

The default Encryption Key equals the last 5 characters 
of the Network Name. 



OK 



Cancel 



Help 



For Network Name, enter the ID number of your IG-4150 (the 
six-digit number on the bottom label of the unit). As you type the 
Network Name, the last five characters of that string automatically 
appear in the Encryption Key text box. This is the ZoomAir IG's 
default WEP key. 

Click OK and click OK in the Add /Edit Configuration Profile 

dialog box. Then close all the open windows on your screen. 



IMPORTANT: 

• For security, we recommend that you change the default WEP 
key (refer to your IG-4150 user's manual). 

• If you are using WEP and the USB Client with a product other 
than the ZoomAir IG-41 50, refer to the accompanying WEP 
Booklet. 



Turn to page 17 to continue the installation. 
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Access Point Connection 



If you are using your USB Client with an Access Point such as the 
API 1, Access Point should be highlighted in the Add/Edit 
Configuration Profile dialog box as shown below. 



Add/Edit Configuration Profile 



Select Profile 



lAccess Point 




(Residential Gateway ' I 
[Access Point ~^~| 



j 



3 



Edit Profile 



OK 



Cancel 



Help 



Click the Edit Profile button, and type the name of the Access 
Point (for example, MyLan). 

For the name of the network, you can use the word ANY (all 
letters uppercase) if you want to connect to any wireless LAN 
network in the vicinity of your computer. To connect to a specific 
wireless network, type its name in the Network Name (SSID) text 
box. (The Network Name can be any alphanumeric string in the 
range of a to z or A to Z and 0 to 9, with a maximum of 32 case- 
sensitive characters.) After you have typed the name of a network, 
click OK. 



CHANNEL SELECTION ADVISORY: 

Make sure when you are using the ZoomAir USB Client with 
an Access Point that both devices are set to operate on the 
same channel(s), and that they are applicable to your country 
or region. (See page 45 for additional information.) 
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Edit Configuration [Access Point] 



Basic Encryption Advanced Admin 



- 



Network Name ZoomLan 



The Network Name should match the Network Name 
value of the Access Point(s]. 

Consult your LAN administrator for the correct value. 



OK 



Cancel 



Help 



Turn to page 17 to continue the installation. 

Workgroup Computing (Peer-to- Peer) 
Connection 



Please recall that a Peer-to-Peer network doesn't include a wireless 
Gateway or Access Point. 

If you are connecting your USB Client to a Peer-to-Peer network, 
Peer-to-Peer should be highlighted in the Add/Edit 
Configuration Profile dialog box. Click the Edit Profile button. 
In the Edit Configuration [Peer-to-Peer Group] dialog box, 
type the name of the network to which you want to connect. The 
network naming rules that apply to the previous two network 
connection profiles also apply here. 
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Click OK to confirm your entry and return to the Add/Edit 
Configuration Profile. Click OK again to proceed with the 
connection. 



Edit Configuration [Peer-to-Peer Group] 



Basic | Encryption | Advanced ] Admin | 
Network Name [j 




The Network Name should match the Network Name 
value of the Access Point(s). 

Consult your LAN administrator for the correct value. 



The Next Step 

When you have finished configuring the network connection 
profile, you will see the following message: Client Manager is not 
installed. Click OK and continue with the instructions to install 
the Client Manager software. 



Nat Installed 



The Client Manager is not installed! 

To install the Client Manager, run the Client Manager setup. ewe from the setup disk 



Note to Windows 98 Users: 

You may be asked for the Windows 98 installation CD that came 
with your computer. If so, replace your ZoomAir CD with the 
Windows 98 CD and dick OK 

When the Copying Files dialog box opens, make sure that the 
path to the CD is correct. For example, if F is the letter of your 
CD-ROM drive, the path to it is F:\win98. If the path is incorrect, 
enter the correct one and click OK 
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Installing the Client Manager Software 

] From your desktop, locate the ZoomAir CD and run it: 
Double-click My Computer and the CD-ROM drive. 

J In the ZoomAir main menu, click the Install ZoomAir 
Software button. The ZoomAir Software screen opens. 



1 

ZoomAir Software 


1 l^^^^^^^4150 Setup Utility j 




Em Install 4115 USB Client Driver Files 




InstaU 4115 USB Client Manager 

) f < - 







Click Install 4115 USB Client Manager, and follow the 
prompts to install the Client Manager utility. 

3 When you see the following dialog box, make sure that the 
destination location is correct before clicking Next. 




4 Click Finish when complete. 
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Client M 




1 Installs hield Wizard Complele 

1 Setup has finished installing ORiNOCO Client Manager on your 
1 computer. 




J 


1 T 1 J III- — lalll- l-rl 1= a - 




■; Back Finish | Cancel | 



Note: Don't check the box I'd like to start the Client 
Manager. 



Once you have installed the Client Manager and restarted your 
computer, the Client Manager icon will appear in the taskbar: 

J 

To access the Client Manager, double-click this icon. 

Note: If you don't want to restart your computer, you can also 
activate the Client Manager by clicking Start | Programs | 
Orinoco | Client Manager from the desktop. 

The Client Manager lets you monitor the status of the USB Client 
and the quality of your radio link as shown below. 



ORiNOCO Client Manager 



File Actions Advanced Help 



J 

Signal 
strength 



Current configuration profile |Q e [ aL) |t 



Status 




Conrreeted to network 
Radio connection 
Access Point name 
Channel 
Encryption 
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Setting the Windows Network Properties 



If this is the first time that network support is installed onto your 
computer, the Network dialog box (shown below) will 
automatically open. 

If network support is already installed, you do not need to read 
these instructions. 



Conriguiation Identfication I toces? Control | 



M l Window* uses the following infcrmatcn lo identify your 
^zrj computer on the network Hease tjjpe a neme for this 

computer, the workgroup it will appear \n, and a Thoit 

description of the computer. 



Computer name: jHe/ry's Laptop 



Workgroup. |Safes Dept. 




The Windows operating system will prompt you to enter a 
Computer and Workgroup name. These names will be used to 
identify your computer in the Microsoft Network Neighborhood. 

1 In the Computer name field, enter a unique name for your 
computer. 

2 In the Workgroup field, enter the name of your network. 

3 In the Computer Description field, provide a description of 
the computer. (Optional) 

If you require more information about your Windows Network 
properties, consult your Windows documentation or online help. 
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Verifying the Installation 

If you want to verify that your installation was successful, check the 
USB Client's LEDs. 

• A steady green Power LED indicates that the USB Client is 
connected to your computer. 

• A flickering green Transmit/Receive LED indicates wireless 
activity. 

You have successfully installed and configured your USB Client. 
The following chapters include more information on how to use 
your ZoomAir product and some of its more advanced features. 
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Using Your ZoomAir USB Client 

This chapter provides general information about: 

• Using your USB Client 

• Viewing Other Computers 

• Using the Client Manager 

• Modifying Client Settings 

• Removing Your USB Client 

• Finding More Information. 

Use and Maintenance Tips 

The built-in radio and antennas in your ZoomAir USB Client 
perform best in an open environment with as few obstacles as 
possible. To achieve the maximum range for wireless 
communications, do not cover the USB Client device with any 
objects. 

To clean the USB Client, gently wipe it with a soft damp cloth. To 
avoid damage to the unit, do not use abrasive materials, and do not 
rinse the device with liquids. 

Viewing Other Computers 

When multiple computers equipped with ZoomAir products are 
running on your wireless network, you can use the following 
procedure to view them. 

1 Start Windows Explorer. 

2 Scroll to and double-click Network Neighborhood to display 
all stations in your Microsoft Networking Group. (The 
Network Neighborhood icon may be on your desktop.) 



To display other workgroups in the network environment, 
double-click the Entire Network icon. 

If there is a second network operating system running in your 
network environment (for example, a Novell NetWare 
network), the Entire Network window will also display 
available servers running under the second network operating 
system. 

If you click on these servers, you may be asked to enter your 
user name and password that applies to the other network 
operating system. 

If you cannot find other ZoomAir networked computers, 
verify whether they are: 

• On and logged on to the network 

• Configured to operate with identical Microsoft Network 
settings, including Networking Protocol, Wireless Network 
Name, and Workgroup Name. 

To view or modify the Station Name or Workgroup, proceed as 
follows: 

1 Click Start | Settings | Control Panel. 

2 Double-click the Network icon. 

3 In the Network Settings window, click the Identification tab 
to verify or change the Station Name or Workgroup. 

Note: Except in Windows 2000, you have to restart your computer 
for changes to the Network Settings to take effect. 

Using the Client Manager 

Once the ZoomAir Client Manager is installed (see page 18), you 
can use it to 

• Verify the quality of your wireless connection to the network. 

• View or modify the configuration settings. 
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3 
4 



5 



To retrieve a more detailed status overview, left-click the Client 
Manger icon in the taskbar. 

To display a menu with more options, right-click the icon. 

Viewing Wireless Link Quality 

A table of possible icons appears below. When the Client Manager 
icon is not indicating excellent or good radio connection, perform 
the recommended action. 



Icon 


Color 


Description/Recommended Action 




J 


Green 


Excellent or good radio connection 


J 


Yellow 


Weak radio connection. Reorient: 

• The Access Point 

• The Internet Gateway 

• The USB Client 


J 


Red 


Extremely weak radio connection. Save your 
files, and move closer to: 

• The Access Point (e.g., API 1) 

• The Internet Gateway (e.g., IG-4150) 






Red 


No radio connection because: 

The devices are establishing an initial 

connection. 

You have moved out of the range of the 
network. 




J 


Blank 


No wireless interface detected or Peer-to-Peer 
network connection. 



Viewing/Modifying USB Client Settings 

If you would like to view or modify ZoomAir parameters; for 
example, if you would like to connect to another network or type 
of network, proceed as follows: 

1 Right-click the Client Manager icon on the Windows taskbar. 
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2 From the menu, select Configuration Profile: 



• Select Add/Edit Profile to add a new profile or to modify 
an existing profile 

• Select One of the existing profiles (if present) to select 
one of the defined profiles without viewing or modifying 
the settings. 



Add/Edit Configuration Profile 



r Select Profile 
(? {Default 

r I 




(Access Point 

3 

____ | 



Edit Profile 



Cancel Help 



If your Client Manager icon is not visible, you have to start the 
Client Manager program again. (Make sure your USB Client is 
connected.) 

1 Click Start | Programs, and then select the Orinoco 
workgroup. 

2 Select Client Manager to start the program. 

Alternatively you can change the USB Client settings via the 
Control Panel: 

1 Click Start | Settings | Control Panel. 

2 Double-click the Wireless Network icon. 

3 Change the parameters you would like to modify, and click 
OK. 
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Upgrading or Removing the USB Client 

You may want to upgrade or remove your ZoomAir USB Client 
and Driver in one of the following situations: 

• You would like to use new features that have become 
available for your USB Client. 

• You installed a newer version of the Client Manager tool. 

• Your Client Manager Card Diagnostics reported a 
Driver/Firmware mismatch. 

• You may no longer need the wireless connectivity of your 
ZoomAir USB Client. 



WINDOWS 2000 USERS, TAKE NOTE: 

The Windows 2000 USB Client Properties window includes a 
special "update" button, but it is not guaranteed that this button 
will always update all driver files. We recommend that you remove 
and re-install the driver to ensure a complete upgrade. 

Upgrading the USB Client & Driver 

1 Click Start | Settings | Control Panel. 

2 Double-click the System icon. 

3 In the System Properties window, select the tab Device 
Manager. 
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In the top section of the Device Manager tab, select the 
option View devices by type. Then, in the list of PC Devices, 
double-click Network Adapters. 




5 Select the item ZoomAir USB Client and click the Properties 

button. 

6 In the ZoomAir USB Client Properties window, select the 
Driver tab. To display information about the currently 
installed driver, click the Driver File Details button. 

• To upgrade your current driver to a newer version, click 
the Update Driver button and follow the instructions 
displayed on your screen. 

7 Restart your computer. This step completes the upgrade 
procedure and loads the new driver by the operating system. 

Removing the USB Client & Driver 

/^''^ CAUTION: When removing the USB Client you will lose 
your connection to the network. Prior to removing the 
USB Client, make sure you have closed all files and 
network applications. 
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On your desktop, click Start | Settings | Control Panel. 
Double-click Add/Remove Programs. 

In the Add/Remove Programs Properties dialog box, under 
Install/Uninstall, select the USB Client, and click 
Add/ Remove. 

Follow the prompts. 

Shut down your computer and unplug the USB Client from the 
computer. 

Finding More Information 

If you are looking for more information than is available in this 
manual, please consult the online help system of your ZoomAir 
wireless system. On the CD, click the Help button or press the Fl 
function key on your keyboard. The FAQs (Frequendy Asked 
Questions) on your ZoomAir CD may also be helpful. Access 
them from the CD's Support section. 
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4 

Advanced Configurations 



Your ZoomAir USB Client will work in most network 
environments with the Basic Settings enabled as described 
previously. However, you may wish to explore the Advanced 
Configuration options of the Edit Configuration Window: 

• Encryption Parameters Tab 

• Advanced Parameters Tab 

• Admin Parameters Tab 

Note: The Encryption, Advanced, and Admin Parameter tabs are 
not available for Peer-to-Peer workgroups or Internet 
Gateway networks. 

To access the Advanced Configuration tabs, follow these steps: 

1 Click the Client Manager icon in the taskbar. The Add/Edit 
Configuration dialog box opens. 

2 Select Access Point and click Edit Profile. 

3 Click a tab in the Edit Configuration [Access Point] dialog 
box. Your choices are Basic, Encryption, Advanced, and 
Admin. 

Encryption Parameters Tab 

The Encryption tab of the Edit Configuration window enables 
you to define the WEP keys that your ZoomAir USB Client should 
use to encrypt data transmitted via the wireless interface and 
decrypt wireless messages received via the wireless interface. 



NOTE: Encryption needs to be the same for all ZoomAir 
stations or any other 802.11b wireless station that may be 
on your network. 

You can identify four different key values to decrypt wireless data 
and select one of these keys to encrypt wireless data transmissions. 



Edil Configuration [Access Point] 



Basic Encryption j Advanced | Admin | 
1^ Enable Data Security! 



Encrypt data transmission using |Key 1 
Encryption Keys — 



(* Use Alphanumeric Characters (0-9, a-z] 
("Use HeKadecimal (0-9, a-f) 



Keyl 
Key 2 
Key 3 
Key 4 



DK 



Cancel 



Help 



Note: The default WEP key values are calculated automatically 
from the passphrase/network name. When interoperating 
with an Intersil-based network (also called Prism), the 
hexadecimal keys for that network must be entered here. 
For help with these keys, see the WEP Booklet. 



For more information, consult your LAN Administrator. You can 
also refer to the Help file. 



Advanced Parameters Tab 

The Advanced parameters tab of the Edit Configuration window 
allows you to adjust the following parameters: 

• Card Power Management to extend the battery life of 
(mobile) devices. 
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Interference Robustness to troubleshoot slow performance 
related to in-band interference from microwave ovens and 
other sources of 2.4 GHz radio interference. 

RTS/CTS Medium Reservation to troubleshoot poor 
performance if location density of ZoomAir stations and 
access points is very low, or excessive frame collisions occur at 
the access points. 



fill Edit Configuration [Access Point] | | 



Basic | Encryption Advanced j Admin ] 
Card Power Management — 

c* 10 ff (default power con-umption and high performance! 
C On (lower power consumption and performance) 

Interference Robustness — 
cT Off (default) 

C On (use in case of interference from microwave ovens) 



RTS/CTS Medium Reservation — 
G- Off (default) 

r On (use when troubleshooting poor performance) 





OK 




Cancel 



Help 



For more information consult your LAN Administrator. You can 
also refer to the Help file. 

Admin Parameters Tab 

The Admin parameters tab of the Edit Configuration window 
allows network administrators to tune the parameters listed below 
in network environments that require specific settings. 

• Distance between Access Points is an option that controls 
the network performance depending on the number of access 
points on the ZoomAir network. The default setting is Large. 
If Access Points are close together in your installation, to the 
point where it is difficult to associate, select Medium or Small 
as appropriate. 
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MAC Address is a special option for network systems that 
require Local MAC Addresses. If your network requires you to 
change the default MAC Address of your USB Client, you can 
do so with the help of your LAN Administrator. 



Edit Configuration [Access Point] 



I 



\*1 



Basic 1 Encryption 1 Advanced Admin 



Distance between Access Points 
(* Large [default] 
r Medium 
r Small 



MAC Address — 
'•' |e]au§ 
(" Network Assigned 



This tab should only be used by LAN administrators to view or 
modify specific settings that may apply for your network 
infrastructure. 



OK 



Cancel 



Help 
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5 

Zoom Air Internet Security 

Features 

Your ZoomAir CD includes three additional programs that 
increase your network's security. 

• ZoneAlarm Firewall (free version) 

• ZoneAlarm Pro Firewall (30-day trial) 

• AdSubtract. 

This Chapter tells you how to install these programs and a little 
bit about each. 

ZoneAlarm, ZoneAlarm Pro, and AdSubtract are compatible with 
the following operating systems: Windows 98/98SE, Me, and 2000. 

Installation instructions for each program is the same: From the 
ZoomAir CD's main menu, click the Internet/Security Software 
button, then click the logo for the program you want to install, and 
follow the prompts. (Note: You have to install each program on 
each computer individually.) 

ZoneAlarm and ZoneAlarm Pro 



ZoneAlarm ^^4<\ 






1 1 


^STOP 


r 

f 


A L AJ^!^ 






V- A 








r Jr Aw A 


ALERTS 


LOCK SECLFRETY PROGRAMS CONFIGURE 


Click here to upgrade to ZoneAlarm Pro. 



ZoneAlarm and ZoneAlarm Pro provide "always-on" Internet 
security: 

• Firewall capability can block attempts to connect to your 
computer from the Internet. 



• High security level makes your computer invisible from 
the Internet so you aren't a target for hackers and 
intruders. 

The following are the key features of ZoneAlarm and ZoneAlarm 
Pro; the latter program is an improved version of the former: 

• Simplicity — you do not have to learn about protocols, 
ports, and firewall programming to use ZoneAlarm. 

• Security — ZoneAlarm makes your computer invisible on 
the Web. 

• Flexibility — ZoneAlarm allows you to customize your 
firewall for both local and Internet zones. 

• Remote blocking — you can program the Internet lock to 
block all traffic when your computer is unattended. 

• Control — you determine which applications can connect 
to the Internet or receive input from the Internet. 

• Activity monitoring — ZoneAlarm alerts you of any 
Internet activity that can affect your computer while 
connected; the program allows you to stop any activity 
instandy. 

The following are the additional features of ZoneAlarm Pro: 

• Advanced MailSafe — prevents e-mail viruses and other 
potentially dangerous e-mail attachments by checking 37 
suspect attachment types; you can customize additional 
suspect attachment types. 

• Password protection — makes your security settings 
tamperproof. 

• ICS (Internet Connection Sharing) capability — allows 
configuration of an ICS network. 

• Logging of intrusion attempts — helps you organize and 
maintain a data list of attempted intrusions by 
automatically archiving them to a directory. 

• Control over the restricted zone — you can restrict access 
to your computer from individual computers or groups of 
computers. 
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• Advanced firewall control — lets you further customize 
your local and Internet security zones by enabling NAT 
and by blocking or allowing DHCP, DNS, and ICMP. 

AdSubtract 

The standard edition of AdSubtract blocks Internet ads and 
cookies. The following list highlights its features: 

• Speeds Web surfing by eliminating ads 

• Improves online privacy by blocking cookies 

• Monitors the number of ads and cookies it has blocked 

• Works with dial-up modems, cable modems, LAN or DSL 
connections 

• Configures browsers automatically 

• Installs in approximately 30 seconds. 
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Appendix A 

Troubleshooting 



Referring to this Appendix may help you troubleshoot your 
ZoomAir product and avoid a call to Technical Support. Two 
other good sources of help are the FAQs on the ZoomAir CD 
and the ZoomAir section our web site zoom.com. 

Difficulty using or installing your ZoomAir USB Client may be due 
to several causes: 

• The Client may be out-of-range, which prevents it from 
establishing a wireless connection with the network. 

• A configuration mismatch may prevent the Client from 
establishing a wireless connection with the correct 
network. 

• There may be a conflict with the ZoomAir driver (or it 
may be missing). 

• There may be a problem with USB Client connector, 
which prevents the Client from coming on. 

• There may be a conflict between the ZoomAir hardware 
and another device. 

The best place to start to troubleshoot problems is to look at the 
USB Client's front panel indicator lights, or LEDs (light-emitting 
diodes). 

The following table lists modes of operation, associated LEDs, and 
recommended troubleshooting tips. 



LEDs 


Status & Recommended Action 


Power LED is continuous 
green and 

Transmit /Receive LED is 

blinking 


• USB Client is on. 

• USB Client is sensing or 
transmitting wireless data. 

Standard operational mode. No action 
required. 


Power LED is continuous 
green and 

Transmit /Receive LED is off 


• USB Client is on. 

• No wireless activity. 

Standard operational mode. No action 
required. 


Power LED is off and 
Transmit/Receive LED is off 


USB Client is not on, and it cannot 
transmit or receive data. 

Recommended Actions: 

— Check the USB cable connection. 

— Verify the USB device settings to 
determine if there is a conflict with 
another device. If so, change the 
settings of either the Client or the 
conflicting device. 

— Verify that the Client's driver and 
embedded software versions are 
correct (also referred to as Station 
Firmware). 


Power LED is red and 
Transmit /Receive LED is red 


Normal behavior at startup, indicating 
startup diagnostics. This status lasts 
only a few seconds, until Windows 
loads the driver. 


Power LED is orange or green 
and Transmit /Receive LED is 

red 


Device error. 

Recommended Action: Contact your 
authorized Reseller or Technical 
Support. 



If you cannot resolve your problem by referring to this table, 
continue below. 
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If You Cannot Connect to the Network 



If your USB Client seems to be working fine, but you are unable to 
connect to the network, it may be due to a configuration mismatch. 
For example, if both of the USB Client's LEDs blink once every 10 
seconds, it is likely a configuration mismatch pertaining to either 
the Network Name (this value is case-sensitive) or the WEP key. 

Other causes may be attributed to the following: 

• No USB driver loaded 

• Station is not authorized to access the network 

• USB Client has a defect 

Referring to this manual's Table of Contents, go to the appropriate 
chapter and verify that you have performed all steps correctly. If 
necessary, contact Technical Support. 

LEDs Work But You Cannot Connect to the 
Network 

If you cannot connect to the network even though the LEDs 
indicate that the network is working properly (Power LED is 
green and on, Transmit/Receive LED blinks), the TCP/IP 
settings of your network are most likely not properly set. Read the 
following section. 

Checking Your TCP/IP Settings 

First consult your LAN Administrator for the correct TCP/IP 
settings. Then follow these steps. 

1 From the desktop, click Start | Settings | Control Panel. 

2 Double-click the Network icon to view the Network 
Properties. From the list of installed components, check if the 
TCP/IP — >ZoomAir USB Client protocol is installed. 

• If this protocol is not installed, click the Add button and 
select the TCP/IP protocol from the list. Refer to the 
Windows Help for more information. 
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• If this protocol is installed, select it and click the 
Properties button. Check that the parameters resemble 
the settings you received from your LAN Administrator. 
Make changes if necessary, and click OK when you are 
done. 

3 When prompted, restart your computer. 

If You Cannot Edit the Configuration Profile 

If you want to make changes to the Configuration Profile of your 
USB Client, but the Client manager icon is not visible, you can do 
the following: 

• If you know that the Client Manager utility is installed, 
from your desktop, select Start | Programs | ZoomAir, 
and select Client Manager to start it. 

• If the Client Manager is not installed, follow these steps: 

1 Click Start | Settings | Control Panel. 

2 Double-click the Wireless Network icon to open the 
Add/Edit Configuration Profile window. You can then 
make any changes you want. Refer to page 24 if you need more 
guidance. 
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Appendix B 

Specifications 



Physical Specifications 



Dimensions 


(LxWxH) 63 x 89 x 145 mm 


Weight 


170 g 


Cable length 


100 cm 


Temperature and Humidity 


Operation* 


0° to 40° C 


Transit 


-20° to 75° C 


Storage 


-20" to 75" C 


Maximum humidity 


95% (no condensation allowed) 



*Note: Although the USB Client can operate in the range of -20° to 70° C, 
operation outside the 0° to 40° C range may not be according to specifications. 



Power Characteristics 



Doze Mode 


10 mA 


Receive Mode 


245 mA (Nominal) 


Transmit Mode 


360 mA (Nominal) 


Power Supply 


5 VDC 



Networking Characteristics 



Compatibility 


• IEEE 802.1 lb Standard for Wireless LANs 

• Universal Serial Bus Revision 1.1 specification 


Host Operating 
System 


Microsoft Windows® 98, Me, and 2000: 
• NDIS5 Miniport Driver 


Media Access 
Protocol 


CSMA/CA (Collision Avoidance) with 
Acknowledgment (ACK) 



Additional Information 

Wireless communication is often subject to local radio regulations. 
Although ZoomAir wireless networking products have been 
designed for operation in the license-free 2.4 GHz band, local radio 
regulations may impose a number of limitations to the use of 
wireless communication equipment. 
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R-F Frequency Band 


2.4 GHz (2400-2500 MHz) 


Supported Sub-channels 


1 2412 


2 2417 


3 2422 


4 2427 


5 2432 




6 2437 


7 2442 


8 2447 


9 2452 


10 2457 


11 2462 


12 2467 


13 2472 


14 2484 


Modulation Technique 


DSSS(U.S.); CCK 11 & 5.5 Mb/s, DQPSK for 2 
Mb/s and DBPSK for 1 Mb/s 


Spreading 


11 -chip Barker Sequence 


Bit Error Rate (BER) 


Better than 10 s 


Nominal Output Power 


15dBm 


Encryption 


64-bit Wired Equivalent Privacy (WEP) 


Range /Transmit Rate 


UMb/s 


5.5Mb/s 2Mb/s 


IMb/s 


Open Office Environment 


160m 

(525ft) 


270m 
(885ft) 


400m 
(1300ft) 


550m 
(1750ft) 


Semi-Open Office 
Environment 


50m 
(165ft) 


70m 
(230ft) 


90m 
(300ft) 


115m 

(375ft) 


Closed Office 


25m 
(80ft) 


35m 
(115ft) 


40m 

(130ft) 


50m 
(165ft) 


Receiver Sensitivity 


-83 dBm 


-87 dBm 


-91 dBm 


-94 dBm 


Delay Spread (FER <1%) 


65 ns 


225 ns 


400 ns 


500 ns 



Appendix B Specifications 



45 



The range of the wireless signal is related to the Transmit Rate of 
the wireless communication. Communications at lower Transmit 
rate may travel longer distances. 

Note: The listed range values are typical distances. These values 
provide a rule of thumb and may vary according to the 
actual radio conditions at the location where the particular 
product is installed. 

• The range of your wireless devices can be affected when 
the antennas are placed near metal surfaces and solid high- 
density materials. 

• Range can also be affected due to "obstacles" in the signal 
path of the radio that may either absorb or reflect the radio 
signal. 

The listed ranges are typical ranges when used indoors in office 
environments such as 

• Open office environments, where antennas can "see" each 
other; i.e., there are no physical obstructions between 
them. 

• Semi-open office environments, where workspace is 
divided by shoulder height and hollow wall elements, and 
antennas are at desktop level. 

• Closed office environments, where workspace is separated 
by floor-to-ceiling walls. 
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Appendix C 

Regulatory Information 



FCC Part 1 5 Emissions Statement 

This equipment has been tested and found to comply with the limits for a Class B 
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to 
provide reasonable protection against harmful interference in a residential 
installation. This equipment generates, uses and can radiate radio frequency and, if 
not installed and used in accordance with the instructions, may cause harmful 
interference to radio communications. 

However, there is no guarantee that interference will not occur in a particular 
installation. If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the equipment off and 
on, the user is encouraged to try to correct the interference by one or more of the 
following measures: 

• Reorient or relocate the receiving antenna. 

• Increase the separation between the equipment and receiver. 

• Connect the equipment into an oudet on a circuit different from that to which 
the receiver is connected. 

• Consult the dealer or an experienced radio/TV technician for help. 

U.S. REPAIR CENTER INFORMATION: 

Zoom Telephonies, Inc. 
645 Summer Street 
Boston, MA 02210 
USA 

Telephone Number: (617) 423 1072 
Facsimile Number: (617) 542 8276 

There are no user serviceable components within this equipment. 

It shall be unlawful for any person within the United States to use a computer or 
other electronic device to send any message via a telephone facsimile unless such 
message clearly contains, in a margin at the top or bottom of each transmitted 
page or on the first page of the transmission, the date and time it is sent and an 
identification of the business, other entity, or individual sending the message and 
the telephone number of the sending machine or of such business, other entity, or 
individual. The telephone number provided may not be a 900 number or any 
other number for which charges exceed local or long distance transmission 
charges. Telephone facsimile machines manufactured on and after December 20, 
1992, must clearly mark such identifying information on each transmitted 
message. Facsimile modem boards manufactured on and after December 13, 1995, 
must comply with the requirements of this section. 



This equipment cannot be used on public coin phone service provided by the 
telephone company. Connection to Party Line Service is subject to state tariffs. 
Contact your state public utility commission, public service commission, or 
corporation commission for more information. 

Declaration of Conformity 

The manufacturer declares under sole responsibility that this equipment is 
compliant to Directive 1999/5/EC (R&TTE Directive) via the following 
standards: 

Standards 

EN 60950 
ETS 300 328 
ETS 300 826 

The product is CE Marked. 

FCC Warning 

Warning: Changes or modifications to this unit not expressly approved by the 
party responsible for compliance could void the user's authority to operate the 
equipment. 

Caution: For the purpose of satisfying FCC RF exposure compliance 
requirements, antennas should be positioned in such a way that a separation 
distance of at least 20cm is maintained between the transmitter's radiating 
structures and the body of the user or nearby persons. 

FCC Part 1 5 C Statement 

This equipment is approved under Subpart CofFCCPartl5, under the FCC 
Identifier FMRWLPCE24H. 

Department of Commerce End User 
Statement 

This item falls under the jurisdiction of the Department of Commerce, and as 
such, the requirement set forth in section 740-17 of the Export Administration 
Regulation must be complied with. See the following Web sites for more 
information: 

□ Bureau of Export Administration 

http: / / www.bxa.doc.gov/DPL/ 2_denial.htm 
http:/ / www.bxa.doc.gov/Entities/ 

□ Code of Federal Regulations 

http: / / www.access.gpo.gov/bxa/ car/ ear_data.html 

Federal law prohibits the sale or distribution of certain products to certain 
individuals and organizations. Denied persons or organizations may not, directly 
or indirectly, participate in any way in any transaction involving any commodity, 
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software or technology exported or to be exported from the United States that is 
subject to Export Administration Regulations. The above Web sites provide a 
detailed list of individuals and organizations that have been determined to present 
an unacceptable risk of diversion to developing weapons of mass destruction or 
missiles used to deliver those weapons. 

Intended Use 

The intended use for this RLAN equipment is operation in the 2.4GHz frequency 
band. 
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Customer Service Information 



We recommend that you take a few moments to fill in the 
following information for future reference. In the event you need 
to call Technical Support or Customer Service, you will need the 
information below. 

Model Number 

(located on the box) 

Serial Number 

(located on the device) 

MAC Address 



Date of Purchase 



Store or Dealer 



1861 -A 



27204 
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